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1	Decision/action requested
It is proposed to approve and add this key issue to TR 33.836
2	References
3	Rationale
It is proposed to approve and add this key issue in 33.836.
4	Detailed proposal
***** Start of Change *****
[bookmark: _Toc18314625]5.X	Key Issue #X: Minimizing dependency on application layer security 
[bookmark: _Toc18314626]5.X.1	Key issue details
Key issues in KI#1, #, and #8 describe in detail the need for privacy requirements for unicast, group cast, and broadcast modes of PC5 sideline interface. This procedure is also described in the eV2X stage 2 in TS 23.287 [4] clause 6.3.3.2. To meet the privacy requirements of the lower layer, the application layer should not be tied to the protection requirements of the lower layers. Following are some of the reasons against this cross-layer protection mechanisms
1) A V2X UE may have multiple applications, and it is hard to standardize a candidate application to decide on bootstrapping the lower layer security protection. 
2) Standardizing the application, i.e., mandating each application installed V2X UE to provide cross-layer security capabilities, will require all application providers to agreeing to certification of their application to confirming the V2X cross-layer protocol.
3) Application providers will not be comfortable to handover the security anchors for application to lower layers outside of trust boundaries. 
4) Application providers need to test their conformance with each release cycle (potentially increasing cost).
5) Operators have to trust the third party many application vendors for the security anchors to protecting the PC5 sideline.
Furthermore, lower-level security should not be compromised by weakness in application security. Therefore, PC5 sideline security solutions should not be dependent on any application layer security. 
[bookmark: _Toc18314627]5.X.2	Security threats
An adversary or application vendor will be able to capture and eavesdrop on the signaling or subsequent data traffic, alter the integrity of signaling. Attack of confidentiality and integrity could affect service availability. A weakness in application security can compromise the V2X signaling or data traffic. .
[bookmark: _Toc18314628]5.X.3	Potential security requirements
The 5G System solution to meet privacy requirements for V2X should not be dependent on the application layer security. 
.

***** End of Change *****


